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Abstract

A sensor network is a series of small microprocessor devices designed to monitor a
given region either reporting the occurrence of a specified event (source initiated) or by
reporting specific data about a region when requested (sink initiated). Sensor networks
must be scalable and be able to cope with changing node configurations caused by addi-
tions and deletions of nodes in the network. The primary issue in deploying and operat-
ing a large-scale randomly-deployed sensor network is energy efficiency. Since each
sensor has alimited battery life, maximizing the time that full or partial monitoring of an
area can be maintained is important to the ultimate long-term utility of such area monitor-
ing solutions.

Many suggestions have been made on ways to improve overal network lifetime
through the use of more efficient protocols for communication, ad-hoc configuration and
area segmentation techniques. One monitoring management algorithm [1] suggests three
distinct states (idle, vulnerable, and active) and periodic reshuffling of states based on
battery usage of a particular node or nodes. The communication optimization technique
suggested by [3] takes into account technology [4] which removes the requirement for
sensors to aways transmit at full power. Thus, optimization of energy use can be greatly
enhanced by balancing transmission power with link error rates to find the lowest power
required for communication with the least number of retransmissions. This paper evalu-
ates the synthesis of the area monitoring management technique of [1] and the variable-
power transmission technique of [3] and proposes a new protocol to efficiently handle
both.



I ntroduction

Sensor networks have received a great deal of attention as an area of study among
computer scientists and electrical engineers. Current research is focused on extending the
lifetime of arandomly-deployed, battery-powered sensor network.

While each sensor in such an array is small and inexpensive to produce, the number
of devices required for sufficient coverage of a given area and the means for deploying
the devices can make deployment an expensive undertaking. From a practical sense,
such an expense cannot be justified unless the long-term utility of such a deployment can
be clearly demonstrated.

For this reason, much research has been done in how to extend the total network life-
time through more efficient:

1. Deployment
2. Devices

3. Communication
4. Monitoring

Unfortunately, the majority of work in this area focuses on improving a single area.
An ad-hoc sensor network is a complicated system and improvements in one area may
preclude improvements in another. Clearly, a more holistic approach is required to push
this technology to more practical use.

This paper does not try to synthesize or even address all of the areas for improve-
ment listed above. It is designed to be a springboard for discussion toward a more com-
plete view of the various problems involved with this technology.

Intuitively, concurrent use of multiple strategies may or may not work. For example,
arouting protocol, while studied in isolation, may be energy efficient, but may not be ef-
ficient combined with a particular monitoring strategy. Likewise, the density of deploy-
ment may affect certain protocols’ performance due to contention between nodes. This
paper examines the leading protocols and suggests an option for the synthesis of a low-
energy, highly-reliable continuous monitoring protocol.

Deployment

There are basically 2 varieties of deployment: random distribution of nodes or a uni-
form distribution of nodes. A uniform distribution by definition is planned and thus has
certain advantages from a power saving point of view. However, the expense of placing
each individual sensor in a specific location over alarge areais significant.

Since the focus of this paper is on practical implementation of sensor network tech-
nology, it will be assumed that the deployment of sensors is random. Discussion of the
plentiful and varied means of sensor deployment is beyond the scope of this paper except
to assert that the majority of these deployment methods result in a random distribution of
SEeNsors.



Devices

There are many varied sensor node devices that have been prototyped. In order to
perform accurate study of the effects of combining communication and monitoring proto-
cols, some assumptions are made as to the capabilities of the devices being used. For the
purposes of analysis each device can vary its transmission strength rather than having a
fixed strength broadcast signal. They are capable of CDMA but will only broadcast at a
fixed frequency determined a priori.

Each device will have sufficient memory for various table entries for caching routing
information up to 256Kb. They will also have their own processor for performing coding
and decoding as well as compression of dataif necessary. No renewable source of power
will be available for asensor. Once a sensor isout of power it will remain that way.



Background

Ad-Hoc Techniquesfor Communication and Routing

The number of proposed communication and routing protocols in ad-hoc networks is
staggering. Obviously, we can not cover all of the variations of each protocol and their
performance enhancements. However, some basic understanding of the leading protocols
is helpful.

Direct Reporting

This protocol is ex-
tremely simple — each
node reports independ-
ently and directly to the
base station. The main
problem with this proto-

Figure 1. Direct Reporting

col is that it can require

nodes to have a large transmission range and a great deal of battery power. In certain in-
stances it can perform better than multi-hop protocols, particularly if the base station is
centralized, reducing the distance each node needs to transmit [7]. Figure 1 shows a ba-
sic drawing of how this protocol works.

Directed Diffusion

This is the most basic
multi-hop routing protocol
for wireless sensor net-
works. Itismostly used for
reporting information at a
particular location either
initiated by a node when an
event occurs (source initi- | Figure 2. Directed Diffusion with Directional Intelligence

ated), or by a base station
reguesting specific information from a particular node (sink initiated).

When a node senses an event, it transmits to all nodes in its transmission range
(neighbors). Each neighbor in turn transmitsto its neighbors. If a node receives the same
message twice, it Simply ignores the repeat message. Obvioudly this method is wasteful
from an energy-consumption standpoint as it floods the entire network whenever data is
reported or requested. Also, this makes the protocol totally unsuitable for applications
requiring periodic reports from multiple nodes. Some techniques such as data aggrega-
tion and directional intelligence have been used to reduce these problems [2]. However,
as shown in figure 2, directional intelligence still has a major drawback of causing the
nodes closest to the base station to be depleted first. Therefore, this protocol is not com-
mercialy viable.



Minimum Transmission Energy (MTE)

The ssimplest directed diffusion protocols use a constant power transmission. Therefore,

reductions in energy consumption
are measured in “hops” — reduc- R SN —
ing the number of hops the | @« S — @
transmission must make from
source to destination. This is
shown in figure 3 with the gray
arrows.
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Figure 3. Minimum Transmission Energy Example

Using more sophisticated devices will alow each node to use only the power required to
reach its next hop. Thus, either through caching reception strength or by measuring re-
sponse, each node can independently determine the neighbor it can reach, in the direction
of the destination, which requires the least amount of energy to reach. In this instance,
the shortest distance hops would make for the shortest path since:
PT
Py ¥ — whereK >2
D
But, transmission strength itself is not an adequate measure of the total energy re-
quired to send a message from a given source to a given destination [3]. We cannot as-
sume that each hop is error-free. Thus, alink that requires more transmission energy but
has asmaller link error rate will result in alower total energy per message traversal. Fig-
ure 3 allows that the bold red arrow is a high error-rate link. Thus, the minimum trans-
mission energy path may be to skip that node. While this requires more transmission en-

ergy for that hop, it requires less energy overall if retransmission of lost packets is taken
into account.

This technique, as shown in figure -« >
4, takes advantage of the fact that a
transmission from a given node A to
another node B may actualy be re-
ceived by node C on itsway to D. In

Opportunistic Routing A ..&‘ C D//"‘;é
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Figure 4. Opportunistic Routing

fact, in good conditions the message could be received by node D itself. Opportunistic
routing [6] provides a protocol where node B does not need to repeat the message if it is
received by a node closer to the destination. Node C, in this case, would acknowledge
the receipt of the message to node B which would in turn acknowledge to node A. Node
B would acknowledge with the node id of node C. This alows node A to know that its
message was received by node C and not the intended target node B.



Clustering Proto cols

The concept behind clustering is to partition the field into groups and have a cluster

head do the reporting for the clus-
ter. This way, the cluster head can
aggregate the information for its
cluster and reduce the number of
hops the data has to travel to reach a
base station. Each cluster head re-
ports directly to the base station. Figure 5. Clustering Protocols

This protocol is especially good for
applications where periodic reporting by multiple sensors is required since the local clus-
ters do not compete with each other for the entire network’s resources. This does, how-
ever, have an affect on reliability and longevity as the cluster heads are a single point of
failure and use a lot of power to make their transmission

Low Energy Adaptive Clustering Hierarchy (LEACH)

In direct node-to-node multi-hop routing such as MTE, the nodes close to a station-
ary base station will be depleted faster than the other nodes, as all messages must eventu-
aly pass through these nodes. A similar problem results with clustering as the cluster
heads will be depleted faster, since the transmission to the base station is a high energy
trarsmission. Both of these strategies suffer from the critical node problem. If the nodes
near the base station (in MTE) or the cluster head (in clustering) go dead, the network is
rerdereduseless.

LEACH is designed to solve these problems [7]. It randomizes the selection of the
cluster head. In each cycle, the sensors randomly elect themselves as cluster head or
cluster member based upon a pre-determined probability, which varies based on previous
cluster head participation. Each cluster head advertises itself, resulting in every other
node choosing which cluster it belongs to based on reception strength of the advertise-
ment. In addition, the cluster head will assign a code and a timeslot to each of its mem-
bers to reduce collisions during transmission. The timeslots prevent nodes in a cluster
from transmitting at the same time and the codes prevent nodes in different clusters from
competing with each other. By randomizing the selection of cluster heads the overall en-
ergyrequirement®f the networkarereduced uriormly.

Monitoring

Distinguishingan ad-hoc network from a sensor network is its ability to monitor a
given region for a property or event. In addition to the complexities involved in ad-hoc
routing, monitoring the whole network region without gaps, and with a minimal commu-
nication overheads a daunting task.

Coverage Preserving Scheduling

This technique [8] schedules nodes to go into “off-duty” mode at periodic intervals.
During each round, a node makes a local decision about whether it is eligible for “off-
duty” status. This is done in two phases. First, each node will advertise its position to
the other nodes in its monitoring region and listen to other advertisements. In phase two,
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